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	POSITION TITLE: 
[bookmark: _GoBack]CYBER DEFENSE OPERATIONS INSPECTOR
	AREA OF CONSIDERATION: NATIONWIDE
All members who meet the qualifications for these positions
Anyone Eligible To Join The Air National Guard


	SPECIALTY SUMMARY
(As outlined in AFECD, 31 OCT 2021)
Manages and preforms defensive cyber operations and cyber support functions (DoDIN operations) in- garrison and at deployed locations. Surveys, secures, protects, defends, preserves, designs, builds, operates, and extends data, networks, net-centric capabilities, and other designated systems. This Air Force Specialty Code description incorporates the use of Defense Cyberspace Workforce Framework (DCWF) Codes to tie this specialty description to the framework. The DCWF was developed by the National Institute of Standards and Technology (NIST) and the DoD to establish a common lexicon and model for all cyber work. The DCWF will universalize training and education between academia, industry, and military. It will also enable talent management by ensuring the right Airmen, for the right assignment, at the right time. Where specified, some contents are only applicable to the United States Space Force (USSF). 

	DUTIES AND RESPONSIBILITIES
Duties and Responsibilities. 
2.1.1. Performs Defensive Cyber activities and operations.
2.1.1.1. Responds to disruptions within the pertinent domain to mitigate immediate and potential threats. Uses mitigation, preparedness, and response and recovery approaches to maximize survival of life, preservation of property, and information security. Investigates and analyzes relevant response activities and evaluates the effectiveness of and improvements to existing practices. [DCWF Code – 531]
2.1.1.2. Uses defensive measures and information collected from a variety of sources to identify, analyze, and report events that occur or might occur within the network or RF Spectrum in order to protect information, information systems, networks, and RF systems from threats. Uses data collected from a variety of cyber defense tools (e.g., IDS alerts, firewalls, network traffic logs) to analyze events that occur within their environments for the purposes of mitigating threats. [DCWF Code – 511]
2.1.1.3. Conducts threat and vulnerability assessments and determines deviations from acceptable configurations or policies. Assesses the level of risk and develops and/or recommends appropriate mitigation countermeasures. Measures effectiveness of defense-in-depth architecture against known vulnerabilities. [DCFW Code – 541]
2.1.1.4. Performs and supports cyber mission Planning, Briefing, Execution, and Debriefing (PBED). Identifies, validates and synchronizes resources to enable integration during the execution of defensive cyber operations. [DCWF Code - 332]
2.1.1.5. Collects, processes, preserves, analyzes, and presents computer-related artifacts in support of network vulnerability mitigation. [DCWF Code – 211]
2.1.2 Performs Department of Defense Information Network activities and operations.
2.1.2.1. Oversees the cybersecurity program of an information system, network, or RF system; including managing information security implications within the organization, specific program, or other area of responsibility, to include Communications Security (COMSEC), Emissions Security (EMSEC), Computer Security (COMPUSEC), personnel, infrastructure, requirements, policy enforcement, emergency planning, security awareness, and other resources. Oversees, evaluates, and supports the documentation, validation, assessment, and authorization processes necessary to assure that existing and new information technology (IT) systems meet the organization's cybersecurity and risk requirements. Ensures appropriate treatment of risk, compliance, and assurance from internal and external perspectives. [DCWF Code - 612/722/723]
2.1.2.2. Manages and administers integrated methods, enabling the organization to identify, capture, catalog, classify, retrieve, and share intellectual capital and information content. The methods may include utilizing processes and tools (e.g., databases, documents, policies, procedures) and expertise pertaining to the organization. [DCWF Code – 431]
(THIS POSITION IS WITHIN THE QUALITY ASSURANCE FLIGHT AND WILL INSPECT AREAS WITHIN AND OUTSIDE THIS AFSC)  


	CLEARANCE
Top Secret, as a minimum.  




(SEE REVERSED)

	INQUIRIES ABOUT POSITIONS

Please Contact The Recruiting Office @ 1800-883-4484 For Qualification and Eligibility Questions.
(This number rings on all recruiting phones)
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